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ICT Security Africa
Summit 2010

11th - 14th May 2010, Sarova Whitesands Beach Resort, Mombasa, Kenya
GLOBAL BEST PRACTICES TO ENHANCE CYBER SECURITY & PROTECT CRITICAL INFORMATION
INFRASTRUCTURES & ASSETS ACROSS AFRICA

Opening Keynote Speeches Confirmed By:

= Dr. Bitange Ndemo, PhD, CBS, Permanent Secretary, Office of the Permanent Secretary - Ministry of Information and
Communications, Republic of Kenya

= Hon. Eng. Philip O. Okundi, Chairman of the Board of Directors, Communications Commission of Kenya (CCK)

= Mr. John Sergon, EBS, Ag/ICT Secretary, Directorate of e-Government - Office of the President, Republic of Kenya

= Mr. Paul Kukubo, CEO, Kenya ICT Board

International Keynote Speeches Include:

¢ Dr. Peter O. Okenyi, Chief Information Security Officer, African Development Bank, Tunisia

e Mr. Ray Stanton, Global Head of Business Continuity, Security & Governance Practice, British Telecom, UK

¢ Lady Olga Maitland, CEO, Money Transfer International, UK

¢ Mr. Osioke O. Ojior, Director of Information Security & Compliance, National Cancer Institute, SAIC-Frederick, Inc., USA
* Dr. Ekwow Spio-Garbrah, CEO, The Commonwealth Telecommunications Organisation (CTO)

Esteemed International Speaker Panel Includes:

e Mr. Jona Owitti, ICT Audit & Governance Consultant; President, ISACA Kenya Chapter; & Former Regional IT Audit Manager - Africa,
Middle East and Pakistan Region, Chevron Corporation

e Mr. Daniel Gyampo, Head, Group Information Systems Audit - Group Audit and Compliance, Ecobank, Ghana

e Mr. Richard Cross, C/SO, Toyota Motor Europe, Belgium

¢ Dr. Ed Gelbstein, Adjunct Professor, Webster University, Geneva, Former Advisor to the UN Board of Auditors and Former Director,
UN International Computing Centre, Switzerland

¢ Dr. Cheryl Hennell, Head of IT Security and Information Assurance, Openreach, UK

e Mr. Dismas O. Ong’ondi, Head of IT, Kenya Pipeline Co. Ltd & ISACA Kenya

¢ Mr. John Pendleton, Group Information Security Manager, Financial Crime Prevention and Security, Old Mutual plc

e Mr. Samuel Gitta, Business Risk Management - Information Systems Security Manager, MTN Uganda

e Mr. Tony Crilly, Managing Director, STS Management Limited, UK

¢ Mr. Michael Holstein, Regional Security Manager Sub-Saharan Africa, Nestlé Group Security, Kenya

e Mr. Michael Colao, Recently Global CISO & Director Information Management, Dresdner Kleinwort

¢ Mr. John Colley, Managing Director, EMEA, (I1SC)2 EMEA

¢ Mr. Kostja Reim, Managing Director & CEO, Security Risk Solutions Ltd, Kenya

e Mr. Jason Finlayson, COO, Security Risk Solutions Ltd, Kenya

e Dr. Matunda Nyanchama, Principal Consultant, Agano Consulting Inc.

Day 1: Pre-Summit Workshop - Effective ICT Security & Governance for Executives, Senior Managers, ICT
Practitioners & Auditors
Day 2 & 3: ICT Security Africa Summit

Including Interactive Roundtables:
Stream A: Managing Forensic Risks & Digital Evidence for Investigations
Stream B: Information Security for Banks & Financial Services

DAY 3: Chief Information Security Officers’ Roundtable Africa



Pl
Day One: Tuesday 11th May 2010
Pre-Summit Workshop: Effective ICT Security &
Governance for Executives, Senior Managers, ICT
Practitioners & Auditors

Actions That Strengthen How an Organisation Invests in ICT & Derives Benefits While Reducing Risk
Workshop Leader: Dr. Ed Gelbstein, Adjunct Professor, Webster University, Geneva, Former Advisor to the UN Board of Auditors and
Former Director, UN International Computing Centre (SWITZERLAND)

Timings: Start 09:00; 10:30 Coffee Break; 11:30 “Stretch Your Legs” Break; 13:00 Lunch; 15:30 Coffee Break; 17:30 Close

Computer systems & many information & communications technologies (ICT) are ubiquitous, working without them has become
unthinkable &, a growing part of an organization’s workforce relies extensively on home & portable computers, personal digital
assistants, smart phones & other electronic tools. ICT is a critical & inescapable business tool in business & the public sector. It also
represents significant expenditures — often in the order 10,000 per employee — & ICT projects for a large enterprise can run into the tens
of, & even hundreds, million Euro. Corporate Governance also requires that computer systems & data meet the appropriate national
legal & regulatory obligations, & this, in turn, implies the governance of ICT of which only some components can be delegated to a Chief
Information Officer or external service provider. The Information Technology Governance Institute (ITGl) framework & the International
Standard ISO 38500 published in early 2008 are at the core of this workshop’s contents.

Documentation

Participants will be provided with a copy of the presentation material with annotations & comments as well as various other checklists &
self-diagnostics.

Workshop objectives

Upon completion of this intense workshop, participants will be well equipped to identify the actions needed to implement an ICT & data
Governance structure that allows their organisations information assets to:

* Be adequately aligned with business requirements ¢ Develop meaningful performance metrics

e Deliver value at an acceptable costs ¢ Be managed & used with acceptable levels of risk

e Deliver a service quality that meets the needs of the organization

SESSION 1: THE RATIONALE FOR ICT GOVERNANCE & BUSINESS ALIGNMENT

e The rationale for ICT Governance

* Governance Frameworks

¢ Implementing an ICT Governance framework

SESSION 2: RISK MANAGEMENT & ICT

This part of the workshop will explore the contents & applicability of an IT Risk Management Guide, NIST SP 800-30, published by the US
National Institute for Science and Technology as well as the case for maintaining an ICT Risk Register linked to a corporate Enterprise
Risk Management framework.

e The areas of ICT Governance Risk

e The ISACA IT Risk Framework (risk governance, evaluation & response)

SESSION 3: RESOURCE MANAGEMENT

¢ Information assets

¢ IT organisations & people

e Funding IT for sustainability & value for money

SESSION 4: BUSINESS ALIGNMENT & VALUE MANAGEMENT

¢ Business Alignment of ICT — what does it mean — exactly?

¢ VallT — The Value of IT Framework & its components

SESSION 5: PERFORMANCE MANAGEMENT

e How standards & best practices can be used to strengthen ICT Governance

SESSION 6: FINAL DISCUSSIONS & TAKE AWAY ACTION POINTS

About Your WOrkShOp Leader — Dr. Eduardo Gelbstein has over 40 years experience in Information Systems and Technology, including the management of major
projects and large scale operations in many countries and institutions. From 1993 to 2002 he was the Director of the United Nations International Computing Centre, a
service organisation providing critical IT facilities to numerous organisations in the UN System, including Peacekeeping Operations, the World Food Programme and the
High Commission for Refugees. The UNICC has facilities in Geneva, New York and Brindisi. Since 2002 he has been an advisor on IT and security matters to the French
National Audit Office (Cour des Comptes) and the United Nations Board of Auditors. Among the audits recently conducted were the United Nations HQ, the International
Court of Justice in The Hague and an IT Governance audit of the United Nations Development Programme in New York. Other audits focused on several departments of the
French Ministry of Health. In addition, he teaches post-graduate courses at Webster University, Geneva, the Master of Advanced Studies programme of Ziirich University,
the Diplo Foundation, and also for companies. Since the end of 2008 he is also associated with the Grenoble (France) Ecole de Management. Ed is a regular speaker at
international conferences on security and the author of several books and articles.



Mis
Day Two: Wednesday 12th May 2010 TM.N.
ICT Security Africa Summit

08:30 COFFEE & REGISTRATION
08:30 CHAIRMAN'’S INTRODUCTION

08:40 BUILDING DIGITAL TRUST & MANAGING CYBER THREATS IN KENYA & AFRICA
e Managing cyber-threats through harmonized policies & regulation
e Regulation in the area of the use of systems for both the private & public sectors as being crucial in Africa
¢ Building digital trust relationships with investors & other partners
¢ Avoiding the blacklisting of countries in the e-commerce environment
e Expanding on these proactive initiatives
Dr. Bitange Ndemo, PhD, CBS, Permanent Secretary, Office of the Permanent Secretary - Ministry of Information and
Communications, Republic of Kenya

09:10 SECURING CRITICAL NATIONAL INFRASTRUCTURE FROM CYBER ATTACK - KEYNOTE
Hon. Eng. Philip O. Okundi, Chairman of the Board of Directors, Communications Commission of Kenya (CCK)

09:40 SETTING UP A NATIONAL AWARENESS CAMPAIGN STRATEGY - KEYNOTE
e Legislation & regulation of cyberspace- the limits of the possible
¢ Ensuring secure capability & information management
¢ Selecting the best security solutions
* Promoting a global culture of security
¢ Training personnel on safe online transactions
Mr. John Sergon, EBS, Ag/ICT Secretary, Directorate of e-Government - Office of the President, Republic of Kenya

10:10 MORNING COFFEE BREAK, GROUP PHOTO & EXHIBITION

10:30 INFORMATION SECURITY EDUCATION IN THE AFRICAN CONTINENT
Dr. Peter O. Okenyi, PhD, CISSP, CISM, Chief Information Security Officer, African Development Bank, Tunisia

11:10 CYBER SECURITY - ARE THE THREATS REAL? WHAT DOES THE CURRENT CYBER SECURITY LANDSCAPE LOOK LIKE FOR AFRICA?
e What does the current cyber security landscape look like for Africa? Are the threats real?
¢ What are some of the approaches to increase cooperation between businesses & governments against cyber-crime?
e Cyber security in the context of national security
¢ Enhancing national security & law enforcement through policy & regulation
e Counter-measures to combat emerging cyber threats to public & private sector organisations
e What are governments doing to cut online crime? Deterrent measures
e What are the infrastructure & telecom providers doing to monitor & cut the risks?
e Fostering regional & international cooperation on information sharing
¢ Developing a suitable legal system & frameworks for dialogue & coordination of strategies
¢ Addressing unforeseen problems during implementation of e-government projects
Chaired by: Dr. Peter O. Okenyi, PhD, CISSP, CISM, Chief Information Security Officer, African Development Bank, Tunisia; Mr.
John Sergon, EBS, Ag/ICT Secretary, Directorate of e-Government - Office of the President, Republic of Kenya; Hon. Eng.
Philip O. Okundi, Chairman of the Board of Directors, Communications Commission of Kenya (CCK)

11:50 HAVE WE GOT THE BASICS RIGHT?
Mr. John Colley, Managing Director, EMEA, (1ISC)2 EMEA

12:30 LUNCH



13:30

14:10

14:50

15:20

15:40

16:20

16:50

17:20

THE EASY WAY TO AVOID BECOMING THE NEXT DATA LEAKAGE HEADLINE m s-

e Growing challenges from Internal Threats (Data leakage/Theft) TRAINING
e Integrated approach for implementation various security standards Lalhiha-hes
e Who is most likely to remove sensitive data from your organisation?

eWhat technology is available to address the problem?

e When is data most likely to be removed? eWhere will the leak occur? eWhy is it happening? eHow will it most likely be
removed? ¢ What can you do to stop it? eTop tips to secure your CEO eTop tips to counter the

PDA & mobile device threat

Mr. Richard Cross, Chief Information Security Officer, Toyota Motor Europe, Belgium

ADDRESSING THE INCREASING REGULATORY & COMPLIANCE BURDEN: WHAT CHALLENGES ARE LOCAL ORGANISATIONS
FACING? — KEY INSIGHTS

Mr. Kostja Reim, Managing Director & CEO, Security Risk Solutions Ltd, Kenya & Mr. Jason Finlayson, COO, Security Risk
Solutions Ltd, Kenya

INFORMATION SECURITY CONCERNS & CHALLENGES 2010-2015

The high innovation rate in IT continues to be high & new vulnerabilities & complexities appear all the time. This  translates

into risks that must be addressed. This paper covers:

= The three waves of insecurity — attacks on availability, confidentiality & now, increasingly on data integrity

= The growing list of issues that should be cause for concern — most of which fall outside the current scope of responsibility of
the CISO

Dr. Eduardo Gelbstein, Adjunct Professor, Webster University, Geneva, Former Advisor to the UN Board of Auditors and

Former Director, UN International Computing Centre, Switzerland

AFTERNOON TEA BREAK

CREATING VALUE: MEASURES FOR TRANSFORMING INFORMATION SECURITY TO MISSION-CRITICAL SECURITY

e Getting inside the mind of the business —executive ¢ Measuring true security benefits while avoiding reliance on KPIs

e Can the trust brought by online security really drive bottom line results? ¢ Adopting cost cutting strategies versus maintaining
business security & ¢ Top tips to create value between information security & the business

¢ Understanding the urgent imperative for your business e Steering a top security team through the global downsizing trend

¢ Finding new ways to do things e Developing measurements that yield meaningful results

e Measuring the effectiveness & efficiency of IT controls ¢ Proving ROI of security to the executive suite

¢ Leveraging financial information to -communicate IT risks into business risks

Chaired by: Mr. Ray Stanton, Global Head of Business Continuity, Security &Governance Practice, British Telecom, UK
Panellists:

Mr. Daniel Gyampo, Head, Group Information Systems Audit - Group Audit and Compliance, Ecobank, Ghana

Mr. Jona Owitti, /CT Audit & Governance Consultant; President, ISACA Kenya Chapter; & Former Regional IT Audit Manager -
Africa, Middle East and Pakistan Region, Chevron Corporation; Mr. Michael Colao, Recently Global CISO & Director Information
Management, Dresdner Kleinwort; Dr. Matunda Nyanchama, Principal Consultant, Agano Consulting Inc.

PROTECTING HEALTH INFORMATION FOR ECONOMIC GROWTH - KEY CASE STUDY
Mr. Osioke O. Ojior, Director of Information Security & Compliance, National Cancer Institute, SAIC-Frederick, Inc., USA

IDENTITY THEFT
Dr. Matunda Nyanchama, Principal Consultant, Agano Consulting Inc.

KEYNOTE ADDRESS: SECURITY & THE GENERATIONS: A HUMAN BLUEPRINT FOR THE FUTURE

Mr. Stanton will take a visionary look at emerging trends in information security with regards to the effects driven both by the
younger security generation, & the challenges & risks associated with managing the Power of Four - i.e. The Veterans, Baby
Boomers, Generation X's and Y's. He will explore what this means in terms of managing today's environments, as well as social
& psychological behaviours, & suggest ways for heads of information security & ICT to overcome these challenges. Mr. Stanton
will also discuss strategies for recruiting, training & maintaining talent — whatever the age.

» Creating an effective training & awareness programme

¢ To recommendations for writing an awareness policy that works

¢ Enforcing consequences

¢ Make it easy to do the right thing

Mr. Ray Stanton, Global Head of Business Continuity, Security & Governance Practice, British Telecom, UK
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17:50 CLOSE OF DAY & WELCOME RECEPTION & BUFFET WITH MASAI DANCERS TRAINING
* Please note that all networking activities are provisional at this stage. LRSS

Day Three: Thursday 13th May 2010
ICT Security Africa Summit

»

08:30 COFFEE
08:50 CHAIRMAN'’S RE-OPENING

09:00 SECURING MOBILE BANKING & MOBILE PHONE-BASED MONEY TRANSFERS
Lady Olga Maitland, CEO, Money Transfer International, UK

09:30 ICT ISSUES RELATED TO BUSINESS PROCESS OUTSOURCING (BPO)
Mr. Paul Kukubo, CEO, Kenya ICT Board

10:00 EMERGING SECURITY & CYBER THREATS THAT YOU SHOULD WORRY ABOUT IN 2010 & PRE-EMPTIVE MEASURES
e What are the top 3 technology risks & cyber threats on your priority list? ® Honing your identity management strategy
e How has the global financial crisis & the uncovering of recent high profile frauds e Detecting cyber-crime attacks with mini
case studies including but not limited to: impacted your approach to security? Theft of intellectual assets; Phishing; SQL
injection; Router attack; Social engineering
e How far to police or trust staff, & how to maintain thought leadership across highly ¢ Responding to a wireless attack on your
network networked groups of staff e Strategies for building an internal team for advanced threat research
e How will emerging risks (malware and attack vectors, viruses) affect your organisation? e Current malicious code technologies
& exploitation techniques ¢ What are your plans to test your security strategy & take a proactive stance? ¢ How the criminal
underground has developed into a virtual swap meet for exploit
¢ Testing your firewalls & other perimeter defenses techniques, botnets, malware & identities
Chaired by: Mr. Richard Cross, C/SO, Toyota Motor Europe, Belgium
Panellists: Dr. Peter O. Okenyi, Chief Information Security Officer, African Development Bank, Tunisia; Mr. Ray Stanton, Global
Head of Business Continuity, Security & Governance Practice, British Telecom, UK; Mr. John Pendleton, Group Information
Security Manager, Financial Crime Prevention and Security, Old Mutual plc; Mr. John Colley, Managing Director, EMEA, (I1SC)2
EMEA

11:00 MORNING COFFEE BREAK

11:20 SECURING NESTLE: A HOLISTIC SECURITY CRISIS RESPONSE
Michael Holstein, Regional Security Manager Sub-Saharan Africa, Nestlé Group Security, Kenya

11:50 MANAGING CYBER-BASED SECURITY INVESTIGATIONS & THE TRICKS OF INTELLIGENCE-GATHERING
Mr. Tony Crilly, Managing Director, STS Management Limited, UK

12:30 THE CLOUD: REALITIES, PITFALLS, OPPORTUNITIES & RECOMMENDATIONS
¢ A multi-dimensional approach to securing virtualized systems ¢ Opportunities & recommendations for improved systems
security
e Concerns that need to be tackled e Evaluating the relative strengths of various cloud providers
e Where do we go from here? ¢ Legal considerations in the Cloud
e Easy-to-understand explanations e Transnational issues involved in cloud computing
e Questions to ask your cloud provider to analyse your risks
Mr. Michael Colao, Recently Global CISO & Director Information Management, Dresdner Kleinwort

13:10 LUNCH
14:10 MOVING TOWARDS CONTINUOUS MONITORING & END TO END AUDIT OF TECHNOLOGY

Mr. Jona Owitti, /CT Audit & Governance Consultant; President, ISACA Kenya Chapter; & Former Regional IT Audit Manager -
Africa, Middle East and Pakistan Region, Chevron Corporation



14:40 - 16:00

PLEASE SELECT YOUR PREFERRED ROUNDTABLE:

Mis

ROUNDTABLE A: INFORMATION SECURITY FOR BANKS &
PREVENTING ATM & CARD FRAUD

Chaired by: Mr. Kostja Reim, Managing Director & CEO, Security
Risk Solutions Ltd, Kenya & Mr. Jason Finlayson, COO, Security
Risk Solutions Ltd, Kenya

Facilitators: Mr. Daniel Gyampo, Head, Group Information
Systems Audit -Group Audit and Compliance, Ecobank, Ghana; Mr.
John Pendleton, Group Information Security Manager, Financial
Crime Prevention and Security, Old Mutual plc

ROUNDTABLE B: INITIAL DISCOVERY OF AN INCIDEm

DO? MANAGING ELECTRONIC RISKS, FORENSICS & DIGITAL
EVIDENCE FOR INVESTIGATIONS

Facilitators: Dr. Cheryl Hennell, Head of IT Security and
Information Assurance, Openreach, UK; Mr. Tony Crilly, Managing
Director, STS Management Limited, UK;

Mr. John Colley, Managing Director, EMEA, (ISC)2 EMEA

Banks need to be aware that increased attacks through both
internet banking & ATM channels will further shake consumer
confidence in the banking system. Investment in security must be
treated as top priorities as savvy customers will start identifying &
using banks that have visibly focused on improving consumer
protection as banks & other financial institutions are particularly
vulnerable.

e What are the ‘Golden Rules' to offer maximum protection with
minimum effort?

¢ Card Not Present (CNP) fraud — prevention

¢ Countering advance fee fraud

¢ Technical solutions to maximise protection against ‘phishing’
attacks

e Increasing security risk awareness for cardholders

e Changes in their behaviour

¢ Information security & Basel Il

e Measures against online identity theft & other online attacks

There is an art to delving into the hidden depths to uncover the
facts required in a manner acceptable in a legal environment.

e High-tech crime investigation & digital forensics

e Collecting electronic evidence

e Digital evidence in cyber crime & criminal proceedings

e Evidence of identity for legal purposes

e Protecting valuable assets through holistic deployment of
encryption and protective measures against data leakage

e Electronic signatures, authentication, retention of electronic
documents and admissibility; email and internet use policies;
security policies; interception and monitoring of communications
and data protection

e Forensics in an age of encryption

e Capturing physical memory: an overview of why to do it, how to
do it & what to do with it once you have it

e What to do if the standard techniques don't work

* The need for incident response & computer forensics

16:00 AFTERNOON TEA BREAK

16:20

WHAT ARE THE CONSEQUENCES OF FAILING TO PROTECT INFORMATION? AN ESSENTIAL INCIDENT SURVIVAL GUIDE

e |s it possible to achieve 100% protection? e Maximizing your budget

e What happens to your business when the power goes down? e Free IT audit & security tools that you can’t live without

e Keeping critical systems operational can be expensive —would anyone notice ¢ 10 proven ways to reduce your IT operating
costs while improving your if yours didn’t work? Information Security management e The current state of computer crime &
abuse landscape...& what it means ¢ Industry update on the latest in IT, security trends and best practices & standards to your

organisation

Dr. Cheryl Hennell, Head of IT Security and Information Assurance, Openreach, UK

16:50

SECURING & MONITORING SOCIAL NETWORKS & VIRTUAL WORLDS

¢ Weighing the value of social networking with its risks ® The threat of social engineering to hijack sensitive information

e Specific vulnerabilities to watch out for with social networking ¢ How to manage social networking vulnerabilities

e How spam, application vulnerabilities & malware are being used to infiltrate ¢ User education, policies & enforcement social
networking sites e The ease of phishing and what to do about it

Chaired by: Mr. Michael Colao, Recently Global CISO & Director Information Management, Dresdner Kleinwort

Panellists: Mr. Jona Owitti, /CT Audit & Governance Consultant; President, ISACA Kenya Chapter; & Former Regional IT Audit
Manager - Africa, Middle East and Pakistan Region, Chevron Corporation; Mr. Samuel Gitta, Business Risk Management -
Information Systems Security Manager, MTN Uganda; International Investment Bank; Mr. John Colley, Managing

Director, EMEA, (1SC)2 EMEA

17:30
17:45

CLOSE OF DAY TWO

OPTIONAL — EVENING SPECIAL INTEREST ROUNDTABLE DISCUSSIONS OVER DRINKS:

e MOBILE DEVICE MANAGEMENT: PROTECTING YOUR TOP EXECUTIVES

o IDENTITY & ACCESS MANAGEMENT STRATEGY
e INDUSTRIAL SABOTAGE & THE INTERNET SECTOR



* SHOULD BUSINESS BE MORE COMMITTED TO INVESTING IN ICT SECURITY FOR m s‘

e PROTECTING INTELLECTUAL PROPERTY: AN INTEGRAL PART OF COMPLIANCE MONITORING? TRAINING
INSTITUTE

e Please note that all networking activities are provisional at this stage.

Day Four: Friday 14th May 2010
Chief Information Security Officers’ Roundtable Africa

Benchmark ICT Security Priorities & Developing Information Security Roles with Peers under The Chatham House Rule!

Gain ultimate value & benefit by staying on for the closed CISO Roundtable 2010! Lively debate & valuable is guaranteed at the
unrivalled benchmarking forum— held under Chatham House Rule. You will share solutions on sensitive security incidents & challenges
as you expand your global security network with professionals who face the same set of information security & cyber threat challenges
as you. The timely theme is “delivering pragmatic & value-adding security for current business realities”. How can you ensure that your
technology & security strategy remains uncompromised & integral to the core business or critical infrastructure? What do you see as
your leading security challenges & priorities for the year ahead? What are valid roles for today’s information security & ICT leaders? As
executive boards are threatening to reduce security & IT budgets, how can you resist the pressure to cut corners?

Topics will be selected in advance based on feedback from the participants. Draft subjects include:

© DEVELOPING INFORMATION SECURITY AS A PROFESSION IN AFRICA

e SECURITY & PRIVACY ASSURANCE IN OUTSOURCING

e THE CONVERGING WORLDS OF PHYSICAL & DIGITAL SECURITY

e EMBEDDING SECURITY: AS NATURAL AS BREATHING

® THE ROLE OF REGULATORY COMPLIANCE IN ICT SECURITY

e DEVELOPING AN EFFECTIVE INFORMATION SECURITY AWARENESS PROGRAMME

The roundtable will be held in the open air with an intimate boardroom seating arrangement, no slides will be used. Participants will
sign a declaration of confidentially beforehand, & discussions will focus on the core priority areas identified beforehand, sharing candid
experiences on sensitive security incidents & the lessons learned. You will receive the notes taken during the discussions in the week
following the event. Timings: 09:00 Start; 10:30 Coffee Break; 12:30 Lunch; 15:00 Close of Day.

The Chatham House Rule reads as follows:

"When a meeting, or part thereof, is held under the Chatham House Rule, participants are free to use the information received, but
neither the identity nor the affiliation of the speaker(s), nor that of any other participant, may be revealed". The world-famous Chatham
House Rule may be invoked at meetings to encourage openness & the sharing of information. It is now used throughout the world as an
aid to free discussion.

Facilitated by:

¢ Dr. Peter O. Okenyi, Chief Information Security Officer, African Development Bank, Tunisia

e Mr. Osioke O. Ojior, Director of Information Security & Compliance, National Cancer Institute, SAIC-Frederick, Inc., USA

e Mr. Michael Colao, Recently Global CISO & Director Information Management, Dresdner Kleinwort

e Mr. Ray Stanton, Global Head of Business Continuity, Security & Governance Practice, British Telecom, UK

e Mr. Jona Owitti, /CT Audit & Governance Consultant; President, ISACA Kenya Chapter; & Former Regional IT Audit Manager - Africa,
Middle East and Pakistan Region, Chevron Corporation

e Mr. John Pendleton, Group Information Security Manager, Financial Crime Prevention and Security, Old Mutual plc

e Mr. John Colley, Managing Director, EMEA, (1ISC)2 EMEA

e Mr. Richard Cross, CISO, Toyota Motor Europe, Belgium

e Dr. Cheryl Hennell, Head of IT Security and Information Assurance, Openreach, UK

About the Facilitators:

Dr. Peter O. Okenyi, PhD, CISSP, CISM, Chief Information Security Officer (CISO), African Development Bank. TUNISIA.

In his current role, Dr. Okenyi is responsible for Information Security across the bank group. Prior to his current position, he was part of the Security Management team at
HSBC in New Jersey (USA) where he was responsible for Information Security Policy management, Security Awareness/ Training & Education, Resource Management
amongst others. Peter has also consulted for numerous Fortune 50 companies in the area of Information Security / Risk Management. He has a blend of business &
Information Risk Management background hence; his approach to Information Security is a reflection of both Information & Management. He is

passionate about the Risk based philosophy to Information Security.

Mr. Jona Owitti, /CT Audit & Governance Consultant; President, ISACA Kenya Chapter; & Former Regional IT Audit Manager - Africa,
Middle East and Pakistan Region, Chevron Corporation




Kenya Chapter - Jona has over 23 years of experience in the information technology and systems arena, of which the last 20 have been devoted primm s-
Information Systems (IS) audit, risk, control, and IT governance. Currently, Mr. Owitti is an employee of Chevron Corporation in the position of Regional | RN <
Africa, Middle East and Pakistan. INSTITUTE
Mr. Richard Cross, CISO, Toyota Motor Europe, BELGIUM - has been the Corporate Security Officer in Toyota Motor Europe since 2002 & has led the
organisation through a maturing process in implementing a full Information Security lifecycle. His journey in Toyota has been a cross-cultural one both in terms of business
approach & nationalities, understanding how to apply the world famous “Toyota Production System” into security activities. As wit h many global operations, diverse
activities are supported such as logistics, banking, R&D, manufacturing and Formula 1 motorsports, working with 53 different nationalities along the way. Further

back in his career he worked for a British Government intelligence agency in a technical security role, involving the design of

systems to support data warehouse analysis.

Mr. Ray Stanton, Global Head of Business Continuity, Security & Governance Practice, British Telecom, UK - has over 16 years’

experience in Information Services & 21 years in Information Security practice. In addition, Ray is an experienced & recognised practitioner, particularly in the use &
implementation of the BS7799 standard & Incident Management procedures. Ray has worked for both government & commercial organisations in a variety of security-
related roles including project management, security auditing, policy design, & the development of security management strategies. Before joining BT, Ray was Head of the
UK Security Services for Unisys Corporation. Prior to that, Ray was Head of Information Security for British Aerospace Limited, primarily its commercial organisations -
notably Airbus. Ray also served in Her Majesty’s Armed Forces (UK) for 10 years.

Dr. Cheryl Hennell, Head of IT Security and Information Assurance, Openreach (UK) - Prior to her current position, Cheryl was a Senior Lecturer at the
University of Portsmouth. Following almost three decades in IT industry working for the Ministry of Defence, The Office of Population, Censuses and Surveys and as a
European Consultant for a blue chip organisation, she entered academia. Cheryl is an active CISSP and has recently been appointed as an ambassador for Childnet.

Mr. Michael Colao, Recently Global CISO & Director Information Management, Dresdner Kleinwort- Michael has been with Dresdner Kleinwort
since 1999. He has a strong side-interest in computer forensics & in the management of digital evidence. He graduated from the Massachusetts Institute of Technology in
1987 where he studied Mathematics & Computer Science. He has since lived in three continents & has lectured globally on security technology issues. Since 1996 has been
working in Financial Technology in London.

Mr. John Colley, Managing Director EMEA, (ISC)2 - is the Managing Director for EMEA and Co- Chair of the European Advisory Board for (ISC)2, a non-profit
professional consortium which has certified over 54,000 members worldwide. He served on the (ISC)2 Board of Directors for eight years including two as chairman. John has
over fifteen years experience in information security.He has formerly held posts as Group Head of Information Security at the Royal Bank of Scotland Group, Director of
Information Security at Atomic Tangerine and as Head of Information Security at ICL.




